BIODIVERSITY MANAGEMENT BUREAU
2 Quezon Avenue, Diliman, Quezon City
Telefax No. 924-6031 local 221/Cell No.0853-760-1979

REQUEST FOR QUOTATION

Company Name

Address

Date: 12-Sep-24
Quotation No: 0385-09-24
PR No. 0824.114

Please guote your lowest price on the item/s listed below, stating the shortest time of delivery

and submit your quotation duly signed by your representative not later than

NOTES: 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY

2 DELIVERY PERICD IS WITHIN 15 CALENDAR DAYS,

3 WARRANTY SHALL BE FOR A PERIOD OF SIX (6) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,

FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY.
4. PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS,
5. PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION
8

BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED

M E. MARANAN
Vice-Chairperson, Bids and Awards Committee

¢

Technical Specifications:

Hardware Features

Hardware Specifications

Form Factor : 1U Rackmount

Processor : x86 AMD CPU

CPU Memory: 12 GB (2666) DDR4

Xstream Flow Processor (NPU): Marvell NPU
Memory : 4 GB DDR4

Storage : 1x min. 240 GB SATA-lII

Ports : 8x GE Copper, 2x SFP GE Fiber, 2x SFP+ 10GE Fiber
Bypass port pairs: 1

Max. total port density (incl. use of modules): 20

(cable included) / w/ 1x expansion bay
Display : Multi-function LCD display

Redundant PSU Option

RCM, NOM, Anatel, CCC, BSMI, TEC, SDPPI
Max. Power-over-Ethernet (using Flexi Port module)
Max. total port density (incl. use of modules) : 20
1 module: 4 ports, 60w max.

Security Performance

Firewall Throughput : 47,000 Mbps

Firewall IMIX: 23,500 Mbps

Firewall Latency (64 byte UDP): 4 us

IPS throughput : 10,500 Mbps

IPsec VPN throughput: 25,000 Mbps

IPsec VPN concurrent tunnels: 6,500

Threat Protection throughput : 2,000 Mbps

Optional add-on connectivity: SFP DSL module (VDSL2) SFP/SFP+ Transceivers

Power Supply : Internal auto-ranging DC100-240VAC, 3-8A@50-60 HzExternal

Product Certifications (Safety, EMC) : CB, CE, UKCA, UL, FCC, ISED, VCCI, KC,

|Title of Procurement: |
Supply and Delivery of Next Generation Firewall Appliance (Rackmount)
[Purpose: |
Faor official use of the BMB
|Approved Budget for the Contract (ABC): ]
P1,000,000,00 Page 1 of 12
ITEM ary.t
NO. ITEMS/DESCRIPTIONS UNIT UNIT PRICE TOTAL PRICE
Next Generation Firewall
: [Appliance (Rackmount) 1ot P P

***Continue to next page***

Brand :
Delivery Period
Warranty E
Price Validity

Printed Name/Signature Tel. No./Celiphone No.

After having carefully read and accepted your Request for
Queotation, I/We quote you on the item at prices noted
above.

Email Address Date




BIODIVERSITY MANAGEMENT BUREAU
: Quezon Avenue, Diliman, Quezon City
Telefax No. 924-6031 local 221/Cell No.0953-760-1979

REQUEST FOR QUOTATION

Company Name

NOTES

Date: 12-Sep-24
Quotation No: 0385-09-24
PR No. 0824.114

Please quote your lowest price on the item/s listed below, stating the shortest time of delivery

and submit your quotation duly signed by your representative not later than

1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY.

2 DELIVERY PERIOD IS WITHIN 18 CALENDAR DAYS

3. WARRANTY SHALL BE FOR A PERIOD OF SIX (8) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEFTANCE BY THE PROCURING ENTITY.

4. PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS

5 PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION

6. BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED.

MJIDEN E. MARANAN

Vice-Chairperson, Bids and Awards Committee

Title of Procurement:

Supply and Delivery of Next Generation Firewall Appliance (Rackmount)

Purpose:

For official use of the BMB

Approved Budget for the Contract (ABC):

P1,000,000.00

Page 2 of 12

ITEM
NO.

ITEMS/DESCRIPTIONS

QTy.)

UNIT UNIT PRICE TOTAL PRICE

NGFW: 9,000 Mbps

Concurrent connections : 12,260,000
New connections/sec : 186,500

SSL/TLS Inspection: 2,470 Mbps
SSL/TLS Concurrent connections: 55,296
Maximum licensed users : unrestricted
Base Firewall Features

General Management

Purpose-built, streamlined user interface and firewall rule management for large rule sets
with grouping with at-a-glance rule feature and enforcement indicators

Two-factor authentication (One-time-password) support for administrator access, user
portal, IPSec and SSL VPN

Advanced trouble-shooting tools in GUI (e.g. Packet Capture)
High Availability (HA) support clustering two devices in active-active or active-passive
mode with plug-and-play Quick HA setup

HA support in AWS using the AWS Transit Gateway
Full command-line-interface (CLI) accessible from GUI

Role-based administration

Automated firmware update nofification with easy automated update process and roll-
back features

Reusable system object definitions for networks, services, hosts, time periods, users and
groups, clients and servers
Self-service user portal

Configuration change tracking

Flexible device access control for services by zones

Email or SNMP trap notification options

SNMPv3 and Netflow support

Central management support via Cloud-based Unified Console

Automatic Email Notifications for any important event
Backup and restore configurations: locally, via FTP or email; on-demand, daily, weekly or
monthly

API for 3rd party integration
Interface renaming
Remote access option for Sophos Support

Cloud-based license management via Licensing Portal

“*Continue to next page*™

Brand '
Delivery Peried :
Warranty .
Price Validity

Printed Name/Signature Tel. No./Celiphone No.

After having carefully read and accepted your Request for
Quotation, |/\We guote you on the item at prices noted
above,

Email Address Date




: BIODIVERSITY MANAGEMENT BUREAU
Quezon Avenue, Diliman, Quezon City
' Telefax Nb. 924-8031 local 221/Cell No.0953-760-1979

REQUEST FOR QUOTATION

Company Name

Address

Date: 12-Sep-24

PR No. 0824.114

Please quote your lowest price on the tem/s listed below, stating the shortest time of delivery

and submit your quotation duly signad by your representative not later than

NOTES. 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY,

DELIVERY PERIOD IS WITHIN 18 CALENDAR DAYS
WARRANTY SHALL BE FOR A PERIOD OF SIX (6) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEFTANCE BY THE PROCURING ENTITY
PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS.
PHIL-GEPS REGISTRATION CERTIFICATE S8HALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION.
. BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED,

2
3

@ o

Vice-Chairp Bids and Awards Committee

@! of Procurement:

[Purpose:

Supply and Delivery of Nexi Generation Firevall Appliance (Rack )

For official use of the BMB

[Approved Budget for the Contract (ABC):

P1,000,000.00

Page 3 of 12

ITEM
NO.

ITEMS/DESCRIPTIONS

Qary./
UNIT PRICE T
UNIT OTAL PRICE

Syslog support

Real-Time Flow Monitoring

Traffic light style indicators

Instant Insights At a Glance

Quick Drill-down Interaction with Any Control Center Widget

SNMP with a Custom MIB and support for IPSec VPN Tunnels

Support for new AWS instances (C5/M5 and T3)

Support for cloud formation templates

Virtual WAN zone support on custom gateways for post deployment single arm usage
Supports a broad range of virtualization platforms and can also be deployed as a
software appliance

on your own x86 Intel hardware

Available in the AWS marketplace with a pay-as-you-go (PAYG) license model, or
bring your own

license (BYOL) to best fit your needs.

Certified and optimized for Azure and is available in the Microsoft Azure Marketplace.
Can take a free test drive or the flexible PAYG or BYOL licensing options.

Nutanix AHV and Nutanix Flow support

Stronger password hash algorithm (requires a password change)

Central Firewall Management

Cloud-based management and reporting for multiple firewalls provides group policy
management and a single console for all your Sophos IT security products

Group policy management allows objects, settings, and policies to be modified once
and automatically synchronized to all firewalls in the group

Task Manager provides a full historical audit trail and status monitoring of group policy
changes

Backup firmware management which stores the last five configuration backup files for
each firewall with one that can be pinned for permanent storage and easy access
Firmware updates which offer one-click firmware updates to be applied to any device
Zero-touch deployment enables the initial configuration to be performed in Cloud-
based management and then exported for loading onto the device from a flash drive
at startup, automatically connecting the device back to Sophos Central

Group firewall management via the Partner Dashboard

Firmware update scheduling

Multi-firewall reporting across firewall groups

Save, schedule and export reports from Sophos Central

Firewall, Networking & Routing

Stateful deep packet inspection firewall

Packet processing architecture that provides extreme levels of visibility, protection,
and performance through stream-based packet processing

TLS inspection with high performance, support for TLS 1.3 with no downgrading, port
agnostic, enterprise-grade polices, unique dashboard visibility, and compatibility
troubleshooting

***Continue to next page***

Brand %
Delivery Period

Price Validity

Printed Nama/Signature Tal. No./Cellphona No.

After having fully read and ped your R t for

th‘nn.UWaqmywmmeihmnipﬂmnahd
above.

Email Address Date




BIODIVERSITY MANAGEMENT BUREAU
,  Quezon Avenue, Diliman, Quezon City
Telefax No. 824-6031 local 221/Cell No.0853-760-1979

Date: 12-Sep-24
Quotation No: 0385-09-24
PR No. 0824.114
REQUEST FOR QUOTATION
Company Name
Address

Please quote your lowest price cn the item/s listed below, stating the shortest time of delivery
and submit your quotation duly signed by your representative not later than

Vice-Chairperson, Bids and Awards Committee

NOTES: 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY. k
DELIVERY PERIOD IS WITHIN 15 CALENDAR DAYS.

WARRANTY SHALL BE FOR A PERIOD OF SIX {6) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,

FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY.

PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS

PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION

BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED.

[Title of Procurement: |

Supply and Delivery of Next Generation Firewall Appliance (Rackmount)
[Purpose: ]

For official use of the BMB

|Approved Budget for the Contract (ABC): |

P1,000,000.00 Page 4 of 12

B WM

omm

‘Li"‘ ITEMS/DESCRIPTIONS m UNIT PRICE TOTAL PRICE

DPI Engine that provides stream scanning protection for IPS, AV, Web, App Control,
and TLS
Inspection in a single high-performance engine

Accelerates SaaS, SD-WAN, and cloud traffic such as VolP, video, and other trusted
applications via FastPath through the new Xstream Flow Processors.

Network Flow FastPath delivers policy-driven and intelligent acceleration of trusted
traffic automatically

Improved FastPath support for active-passive pairs
Pre-packaged exception list

Covers all ports/protocols

Supports all modern cypher suites

Unmatched visibility and error handing

User, group, time, or network based policies

Access time polices per user/group

Enforce policy across zones, networks, or by service type
Zone-based firewall

Default zones for LAN, WAN, DMZ, LOCAL, VPN and WiFi
Full VLAN support

Zone and VLAN isolation and zone-based policy support.
Micro-segmentation and auto-isolation via Synchronized Security
Custom zones on LAN or DMZ

Customizable NAT policies with IP masquerading and full object support to redirect or
forward multiple services in a single rule with a convenient NAT rule wizard to quickly
and easily create complex NAT rules in just a few clicks

Flood protection: DoS, DDoS and portscan blocking

Country blocking by geo-IP

Advanced Routing: static, multicast (PIM-SM), and dynamic (RIP, BGP, OSPF) with full
802.1Q VLAN support

Upstream proxy support

Protocol independent multicast routing with IGMP snooping
Bridging with STP support and ARP broadcast forwarding
VLAN DHCP support and tagging

VLAN bridge support

Jumbo Frame Support

SD-WAN link balancing: multiple Internet connections, auto-link health check, automatic
failover, automatic and weighted balancing, and granular multipath rules

802.3ad interface link aggregation

***Continue to next page***
Brand :
Delivery Period : After having carefully read and accepted your Request for
Warranty 3 Quotation, I/We quote you on the iter at prices noted
Price Validity : above.

Printed Name/Signature Tel. No./Cellphone No. Email Address Date




BIODIVERSITY MANAGEMENT BUREAU
Quezon Avenue, Diliman, Quazon City
Telefax No. 924-6031 local 221/Cell No.0853-760-1979

Date: 12-Sep-24
Cuotation No: 0385-09-24
PR No. 0824.114

REQUEST FOR QUOTATION
Company Name
Address
Please quote your lowest price on the item/s listed below, stating the shortest time of delivery
and submit your quotation duly signed by your representative not later than
H*IDEN E. MARANAN
Vice-Chairperson, Bids and Awards Committee
NOTES: 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY. r
2 DELIVERY PERIOD IS WITHIN 18 CALENDAR DAYS

3 WARRANTY SHALL BE FOR A PERIOD OF SIX (6) MONTHS FOR SUPPLIES & MATERIALS/IONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY.

. PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS.
PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION
BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED,

(- WS

[Title of Pr t

Supply and Delivery of Next Generation Firewall Appliance (Rackmount)

[Purpose:

For official use of the BMB

[Approved Budget for the Contract (ABC):

F1.000,000.00

Page 5 of 12

ITEM
NO.

ITEMS/DESCRIPTIONS Qry. UNIT PRICE

TOTAL PRICE

uNIT
Full configuration of DNS, DHCP and NTP

Dynamic DNS (DDNS)
SD-WAN

Support for multiple WAN link options including VDSL, DSL, cable, and 3G/4G/LTE
cellular with essential monitoring, balancing, failover and fail-back

Application path selection and routing, which is used to ensure quality and minimize
latency for mission-critical applications such as VolP

Synchronized SD-WAN, a Synchronized Security feature which leverages the added
clarity and reliability of application identification that comes with the sharing of
Synchronized Application Control information between managed endpoints and Firewall

Synchronized SD-WAN application routing over preferred links via firewall rules or policy/
based routing

Affordable, flexible, and zero-touch or low-touch deployment

Robust VPN support including IPSec and SSL VPN

Centralized VPN orchestration

Unique RED Layer 2 tunnel with routing

Integration with Azure Virtual WAN for a complete SD-WAN overlay network
Base Traffic Shaping & Quotas

Flexible network or user based traffic shaping (QoS) (enhanced Web and App traffic
shaping options included with the Web Protection subscription)

Set user-based traffic quotas on upload/download or total traffic and cyclical or non-
cyclical

Real-time VolP optimization
DSCP marking
Authentication

Synchronized User ID utilizes Synchronized Security to share currently logged in Active
Directory user |D between Sophos endpoints and the firewall without an agent on the
AD server or client

Authentication via: Active Directory, eDirectory, RADIUS, LDAP and TACACS+
Server authentication agents for Active Directory SSO, STAS, SATC

Single sign-on: Active directory, eDirectory, RADIUS Accounting

Radius Timeout with Two-Factor Authentication (2FA)

Client authentication agents for Windows, Mac OS X, Linux 32/64

Browser 580 authentication: Transparent, proxy authentication (NTLM) and Kerberos
Browser Captive Portal
Authentication certificates for iOS and Android

Authentication services for IPSec, SSL, L2TP, PPTP
Google Chromebook authentication support for environments with Active Directory and
Google G Suite

***Continue to next page***
Brand

Delivery Pariod ',- After having fully read and

pled your Request for

Warranty 267 I It PR Quotation, /'We quote you on the item at prices noted

Price Validity

Printed Name/Signature Tel. No./Cellphone No, Email Address




BIODIVERSITY MANAGEMENT BUREAU
s . Quezon Avenue, Diliman, Quezon City
Telefax No. 924-6031 local 221/Cell No.0953-760-1979

Date: 12-Sep-24
Quotation No 0385-09-24
PR No. 0824.114
REQUEST FOR QUOTATION
Company Name
Address

Please quote your lowest price on the item/s listed below, stating the shortest time of delivery
and submit your quotation duly signed by your representative not fater than

e

Vice-Chairperson, Bids and Awards Committee
NOTES: 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY r
2 DELWERY PERIOD IS WITHIN 15 CALENDAR DAYS.
3 WARRANTY SHALL BE FOR A PERIOD OF SIX (6) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY,
4. PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS
5, PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION.
6. BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED

[ﬁt.le of Procurement: |
Supply and Delivery of Next Generation Firewall Appliance (Rackmount)

|Purpose: ]
For official use of the BMB

|Approved Budget for the Contract (ABC): |
P1,000,000.00

Page 6 of 12

";Eo” ITEMS/DESCRIPTIONS ‘m’; UNIT PRICE TOTAL PRICE

APIl-based authentication

Azure AD integration

Support for creating users with UPN format for RADIUS authentication

User Self-Serve Portal

Download the Sophos Authentication Client

Download SSL remote access client (Windows) and configuration files (other OS)
Hotspot access information

Change user name and password

View personal internet usage

Access quarantined messages and manage user-based block/allow sender lists
(requires Email Protection)

Base VPN Options
IPSec and SSL VPN tunnels
Wizard-based orchestration

Site-to-site VPN: SSL, IPSec, 256- bit AES/3DES, PFS, RSA, X.509 certificates, pre-
shared key

Remote Ethernet Device (RED) site-to-site VPN tunnel (robust and light-weight)
L2TP and PPTP

Route-based VPN

Remote access: SSL, IPsec, iPhone/iPad/ Cisco/Andriod VPN client support
IKEv2 Support

SSL client for Windows and configuration download via user portal
Enforcement of TLS 1.2 for SSL site-to-site and remote access VPN tunnels
Network Protection Subscription

Intrusion Prevention (IPS)

High-performance, next-gen IPS deep packet inspection engine with selective IPS
patterns that can be applied on a firewall rule basis for maximum performance and
protection

Zero-day threat protection
Perimeter Defenses

Thousands of signatures

Granular category selection
Support for custom IPS signatures

***Continue to next page***

Brand ;

D:I:oryPeriod : After having carefully read and accepted your Request for
Warranty i Quotation, 'We quote you on the item at prices noted
Price Validity above,

Printed Name/Signature Tel. No./Cellphone No. Emall Address Date




BIODIVERSITY MANAGEMENT BUREAU
. Quezon Avenue, Diliman, Quezon City
Telefax No. 924-8031 local 221/Cell No,0953-760-1879

REQUEST FOR QUOTATION

Company Name

Address

Data: 12-Sep-24
Quotation No: 0385-09-24
PR No. 0824.114

Please quote your lowest price on the item/s listed below, stating the shortest time of delivery

and submit your quotation duly signed by your representative not later than

NOTES: 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY

2, DELIVERY PERIOD IS WITHIN 18 CALENDAR DAYS.

3 WARRANTY SHALL BE FOR A PERIOD OF SIX (8) MONTHS FOR SUPPLIES & MATERIALSIONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY

4 PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS.

5, PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION.

6 BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED,

Vice-Chairperson, Bids and Awards Committee

¥

|Title of Procurement:

Supply and Delivery of Next G Firewall Appli (Rach t)

Erpose:

For official use of the BMB

[Approved Budget for the Contract (ABC):

P1,000,000.00

Page 7 of 12
'LEO"‘ ITEMS/DESCRIPTIONS 3’;‘# UNIT PRICE TOTAL PRICE
IPS Policy Smart Filters enable dynamic policies that automatically update as new patterns
are added
ATP and Security Heartbeat
Advanced Threat Protection (detect and block network traffic attempting to contact
command and confrol servers using multi-layered DNS, AFC, and firewall)
Sophos Security Heartbeat instantly identifies compromised endpoints including the host,
user, process, incident count, and time of compromise
Sophos Security Heartbeat policies can limit access to network resources or completely
isolate compromised systems until they are cleaned
Lateral Movement Protection further isolates compromised systems by having healthy
Sophos
-m:naged endpoints reject all traffic from unhealthy endpoints preventing the movement of
threats even on the same broadcast domain
Intelligent firewall policies
Multi-layered, call-home protection
Clientless VPN
Unique encrypted HTMLS self-service portal with support for RDP, HTTP, HTTPS, SSH,
Telnet, and VNC
Web Protection Subscription
Web Protection and Control
Fully transparent proxy for anti-malware and web-filtering
Enhanced Advanced Threat Protection
URL Filter database with millions of sites across 92 categories backed by OEMLabs
Surfing quota time policies per user/group
Access time polices per user/group
Malware scanning: block all forms of viruses, web malware, trojans and spyware on
HTTP/S, FTP and web-based email
Advanced web malware protection with JavaScript emulation
Live Protection real-time in-the-cloud lookups for the latest threat intelligence
Second independent malware detection engine (Avira) for dual-scanning
Real-time or batch mode scanning
Pharming Protection
HTTP and HTTPS scanning on a per user or network policy basis with customizable rules
and exceptions
SSL protocol tunnelling detection and enforcment
Certificate validation
High performance web content caching
Forced caching for Sophos Endpoint updates
File type filtering by mime-type, extension and active content types (e.g. Activex, applets,
cookies, etc.)
***Continue to next page**
WWPM -': After having carefully read and accepted your Request for
Warranty : Quotation, We quote you on the item at prices noted
Price Validity above.

Printed Name/Signature Tel. No./Celiphona Na.

Email Address Data




BIODIVERSITY MANAGEMENT BUREAU
Quezon Avenue, Diliman, Quazon City
Talefax No. 924-8031 local 221/Cell No.0953-760-1979

Date; 12-Sep-24
Quotation No: 0386-09-24
PR No. 0B24.114
REQUEST FOR QUOTATION
Company Name
Address

Please quote your lowest price on the item/s listed below, stating the shortest time of delivery
and submit your quotation duly signed by your representative not later than

Vice-Chairperson, Bids and Awards Commitiee

NOTES 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY.
2 DELIVERY PERIOD IS WITHIN 18 CALENDAR DAYS.
3 WARRANTY SHALL BE FOR A PERIOD OF SIX (8) MONTHS FOR SUPPLIES & MATERIALSIONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY
4. PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS
5 PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION,
6. BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED.
[Titie of Procurement: 1
Supply and Delivery of Next G tion Firewall Appli (Rackmount)
[Purpose: ]
For official use of the BMB
|Approved Budget for the Contract (ABC): |
P1,000,000.00

ITEM| Qary./
PTIONS AL
: ITEMS/DESCRI b UNIT PRICE TOTAL PRICE

YouTube for Schools enforcement per policy (user/group)

Page 8 of 12

SafeSearch enforcement (DNS-based) for major search engines per policy (user/group)

Web keyword monitoring and enforcement to log, report or block web content matching
keyword lists with the option to upload customs lists
Block Potentially Unwanted Applications (PUAs)

Web policy override option for teachers or staff to temporarily allow access to blocked
sites or categories that are fully customizable and manageable by select users

User/Group policy enforcement on Google Chromebooks
Auto web-filtering of Internet Watch Foundation (IWF) identified sites containing child
sexual abuse

Cloud Application Visibility

Control Center widget displays amount of data uploaded and downloaded to cloud
applications categorized as new, sanctioned, unsanctioned or tolerated

Discover Shadow IT at a glance

Drill down to obtain details on users, traffic, and data

One-click access to traffic shaping policies

Filter cloud application usage by category or volume

Detailed customizable cloud application usage report for full historical reporting
Application Protection and Control

Synchronized App Control to automatically, identify, classify, and control all unknown
Windows and Mac applications on the network by sharing information between
managed endpoints and the firewall

Signature-based application control with patterns for thousands of applications

Cloud Application Visibility and Control to discover Shadow IT

App Control Smart Filters that enable dynamic policies which automatically update as
new patterns are added

Micro app discovery and control

Application control based on category, characteristics (e.g., bandwidth and productivity
consuming), technology (e.g. P2P), and risk level

Per-user or network rule application control policy enforcement

Web & App Traffic Shaping

Custom traffic shaping (QoS) options by web category or application to limit or
guarantee upload/download or total traffic priority and bitrate individually or shared

Zero-Day Protection Subscription

Dynamic Sandbox Analysis
Full integration into your security solution dashboard

Inspects executables and documents containing executable content (including .exe,
.com, and .dll, .doc, .docx, docm, and .rtf and PDF) and archives containing any of the
file types listed above (including ZIP, BZIP, GZIP, RAR, TAR, LHA/LZH, 7Z, Microsoft

Cabinet)
ressive behavioral, network, and memory analysis
**Continue to next page™*
Brand .
Delivery Period : After having carefully read and accepted your Request for
i ty ; Quotation, /'We quote you on the item at prices noted
ey o above.

Printed Name/Signature Tel. No./Cellphane No. Email Address Date




BIOCDIVERSITY MANAGEMENT BUREAU
Quezon Avenue, Diliman, Quezon City
Telefax No. 824-6031 Iocal 221/Cell No.0853-760-1879

REQUEST FOR QUOTATION

Company Name

Date 12-Sep-24
Guotation No 0385-08-24
PR No. 0824114

Please guote your lowest price on the item/s listed below, stating the shortest time of delivery

and submit your quotation duly signed by your representative not later than

NOTES: 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY.

2. DELIVERY PERIOD 15 WITHIN 18 CALENDAR DAYS,

3. WARRANTY SHALL BE FOR A PERIOD OF SIX (8) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY

4. PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS

5. PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION.

6. BIDDERS SHALL SLBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED.

ﬁa E m
Vice-Chai , Bids and Awards Committee

[Titie of Procurement:

Supply and Delivery of Next Generation Firewall Appliance (Rackmount)

Pu

For official use of the BMB

[Approved Budget for the Contract (ABG): 1
71,000,000.00 Page 9 of 12
ITEW| ITEMS/DESCRIPTIONS an/ UNIT PRICE TOTAL PRICE

NO.

UNIT

Detects sandbox evasion behavior
Machine Learning technology with Deep Leamning scans all dropped executable files

Includes exploit prevention and Cryptoguard Protection technology from endpoint security

In-depth malicious file reports and dashboard file release capability

Optional data center selection and flexible user and group policy options on file type,
exclusions, and actions on analysis

Supports one-time download links

Deep learning static file analysis

Multiple Machine Learning Models

Dynamic sandboxing analysis

Suspicious files subjected to threat intelligence analysis in parallel with full sandbox
analysis

Threat Intelligence Analysis

All files containing active code dewnloaded via the web or coming into the firewall as email
attachments such as executables and documents containing executable content (including
.exe, .com, and .dlil, .doc, .docx, docm, and .rtf and PDF) and archives containing any of
the file types listed above (including ZIP, BZIP, GZIP, RAR, TAR, LHA/LZH, 7Z, Microsoft
Cabinet) are automatically sent for Threat Intelligence Analysis

Files are checked against OEMLabs' massive threat intelligence database and subjected
to multiple machine learning models to identify new and unknown malware

Extensive reporting includes a dashboard widget for analyzed files, a detailed list of the
files that have been analyzed and the analysis results, and a detailed report outlining the
outcome of each machine learning model.

Static and Dynamic files analysis
Central Orchestration *Expected soon

SD-WAN Orchestration

SD-WAN and VPN orchestration with easy and automated wizard-based creation of site-
to-site VPN tunnels between network locations using an optimal architecture (hub-and-
spoke, full mesh, or some combination).

Supports [PSec, SSL or RED VPN tunnels. Integrates seamlessly with SD-WAN features
for application prioritization, routing optimization, and leveraging multiple WAN links for
resiliency and performance.

Central Firewall Reporting Advanced

30-days of cloud data storage for historical firewall reporting with advanced features to
save, schedule and export custom reports.

XDR and MTR Connector

Ready to integrate with Sophos Extended Threat Detection and Response (XDR) for
crossproduct threat hunting and analysis

Support for Sophos 24/7 Managed Threat Response (MTR) service
Reporting

Central Firewall Reporting

Pre-defined reports with flexible customization options

Reporting for Firewalls (hardware, software, virtual, and cloud)

Intuitive user interface provides graphical representation of data

Report dashboard provides an at-a-glance view of events over the past 24 hours

***Continue to next page***

Brand !
Delivery Period

Price Validity

Printed Name/Signature Tel, No./Celiphane No.

Aher having read and accepted your Request for
Quotation, We quote you on the item at prices noted
above.

Emall Address Dater




BIODIVERSITY MANAGEMENT BUREAU
Quezon Avenue, Diliman, Quezon City

Telefax No, 924-6031 local 221/Cell No.0953-760-1979

REQUEST FOR QUOTATION

Company Name

Address

Date:
Quotation No:
PR No.

Please quote your lowest price on the item/s listed below, stating the shortest time of delivery

and submit your quotation duly signed by your representative not later than

NOTES. 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY.

DELIVERY PERIOD IS WITHIN 16 CALENDAR DAYS

2
3, WARRANTY SHALL BE FOR A PERIOD OF SIX (8) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,

FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY
4. PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS
5. PHIL-GEFS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION

6. BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED

12-Sep-24
0385-09-24
0824.114

Mm

Vice-Chairperson, Bids and Awards Committee

t

Fllh of Procurement:

Supply and Delivery of Next Generation Firewall Appliance (Rackmount)

[Purpose:

For official use of the BMB

[Approved Budget for the Contract (ABC):

P1,000,000.00

Page 10 of 12

ITEM|
NO.

ITEMS/DESCRIPTIONS

QTtyJ
UNIT

UNIT PRICE

TOTAL PRICE

Easily identify network activities, trends, and potential attacks
Easy backup of logs with quick retrieval for audit needs
Simplified deployment without the need for technical expertise
Create custom reports with powerful visualization tools
Syslog search and view

Syslog data storage in Sophos Central

On-demand reporting in Sophos Central

7 day cloud storage for Central Firewall reporting

New Cloud Application (CASB) report

No extra charge

Central Firewall Reporting Advanced
Multi-firewall aggregate reporting

Save custom report templates

Scheduled reporting

Export reports in PDF, CFV or HTML format
Up to 1 year data storage per firewall
XDR/MTR connector

Syslog search and view

Syslog data storage in Sophos Central
On-demand reporting in Sophos Central
Report across multiple firewalls

Save, export, and schedule your reports
Warranty and Support

Hardware warranty & RMA with Advanced Exchange
24x7 Enhanced Plus International Support via Telephone & Email with Remote
Consultation from STSE (up to 4 hrs)

FREE Security Updates & Patches

FREE Software Features Updates & Upgrades

Security Subscriptions - Xstream Protection Bundle
Xstream Protection Bundle Includes :

***Continue to next page***
Brand :
Delivery Period :
Warranty .
Price Validity

Printed Name/Signature Tel. No./Cellphone No.

After having carefully read and accepted your Request for
Quotation, |/We guote you on the item at prices noted

above.

Email Address

Date




BIODIVERSITY MANAGEMENT BUREAU
Quezon Avenue, Diliman, Quezon City
Telefax No. 924-6031 local 221/Cell No.0953-760-1979

Date: 12-Sep-24
Quotation No: 0385-09-24
PR No. 0824.114
REQUEST FOR QUOTATION
Company Name
Address

Please quote your lowest price on the item/s listed below, stating the shortest time of delivery
and submit your quotation duly signed by your representative not later than

W s et

Vice-Chairperson, Bids and Awards Committee

NOTES: 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY.
2 DELIVERY PERIOD IS WITHIN 16 CALENDAR DAYS.
3 WARRANTY SHALL BE FOR A PERIOD OF SIX (6) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY
4 PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS
§ PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION.
6 BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED.
|Title of Procurement: |
Supply and Delivery of Next Generation Firewall Appliance (Rackmount)
[Purpose: —
For official use of the BMB
|Approved Budget for the Contract (ABC): |
P1,000,000,00 Page 11 of 12

ITEM QaTy./
NO. ITEMS/DESCRIPTIONS UNIT UNIT PRICE TOTAL PRICE

Base License: Networking, Wireless, Xstream Architecture, Unlimited Remote Access
VPN, Site-to-Site VPN, reporting

Network Protection: Xstream TLS and DPI engine, IPS, ATP, Security Heartbeat, SD-
RED VPN, reporting

Web Protection: Xstream TLS and DP| engine, Web Security and Control, Application
Control, reporting

Zero-Day Protection: Machine Learning and Sandboxing File Analysis, reporting
Central Orchestration: SD-WAN VPN Orchestration, Central Firewall Advanced
Reporting (30-days), MTR/XDR ready

Enhanced Support: 24/7 support, feature updates, advanced replacement hardware
warranty for term

Sophos Central Management and Reporting
(included at no charge)

Sophos Central Management : Group firewall management, backup management,
firmware update scheduling

Sophos Central Firewall Reporting: Prepackaged and custom report tools with seven
days cloud storage for no extra charge

ADDITIONAL REQUIREMENTS AND SCOPE OF WORK;
SCOPE OF WORK:

Supply, Delivery, Installation and Configuration of Firewall

With Free One (1) year Preventive Maintenance.

LOCAL ONSITE SUPPORT

1 yr. Limited Onsite Technical Support — 8x5 Onsite Assistance with 4 hrs. Response
time (within Metro Manila Area)

during Regular Business Hours (Monday to Friday excluding Holidays, 9AM to 6PM).
Support Services includes 8x5 Remote Assistance via phone, email, chat application,
Fax and SMS from

9:00AM - 6:00PM, Mondays to Fridays, excluding holidays. 1-year Coverage. Onsite
Support is within Metro Manila

For Outside Metro Manila fare and transportation, food, and if necessary, lodging of
Technical Personnel shall be for the account

account of the client.

*“**Continue to next page***

Brand 3

Delivery Period  : After having carefully read and accepted your Request for
Warranty : Quotation, |/\We quote you on the item at prices noted
Price Validity above.

Printed Name/Signature Tel. No./Celiphone No. Email Address Date




v, BIODIVERSITY MANAGEMENT BUREAU
Quezon Avenue, Diliman, Quezon City
Telefax No. 924-6031 local 221/Cell No,0853-760-1979
Date: 12-Sep-24
Quotation No: 0385-08-24
PR No. 0824.114

REQUEST FOR QUOTATION

Company Name

Address

Please quote your lowest price on the item/s listed below, stating the shortest time of delivery
and submit your quotation duly signed by your representative not later than

oo
M N E. MARANAN

Vice-Chairperson, Bids and Awards Committee

NOTES: 1. ALL ENTRIES MUST BE TYPEWRITTEN OR PRINTED LEGIBLY. V
2 DELIVERY PERIOD IS WITHIN 18 CALENDAR DAYS
3. WARRANTY SHALL BE FOR A PERIOD OF SIX (8) MONTHS FOR SUPPLIES & MATERIALS/ONE (1) YEAR FOR EQUIPMENT,
FROM DATE OF ACCEPTANCE BY THE PROCURING ENTITY.
4 PRICE VALIDITY SHALL BE VALID FOR A PERIOD OF 30 CALENDAR DAYS
5 PHIL-GEPS REGISTRATION CERTIFICATE SHALL BE ATTACHED UPON SUBMISSION OF THE QUOTATION.
6. BIDDERS SHALL SUBMIT ORIGINAL BROCHURES SHOWING CERTIFICATIONS OF THE PRODUCT BEING OFFERED.
Flﬁe of Procutumql;: |
Supply and Delivery of Next Generation Firewall Appliance (Rackmount)
|Purpose: |
For official use of the BMB
[Approved Budget for the Contract (ABC): 1
P1,000,000.00 Page 12 of 12

TEM ITEMS/DESCRIPTIONS Qry/

NO. UNIT

CERTIFICATIONS;

Supplier must have Manufacturer Certified Architect for Firewall

Supplier must have Manufacturer Certified Engineer for Firewall

Supplier must have Certification from the Manufacturer as Gold Partner of the product
being offered

Supplier must have Certification from the Manufacturer as Synchronized Security
Partner.

With One (1) year license

Dual processor architecture

Duration: January 1, 2024 - December 31, 2025

Additional Requests from Procuring Entity:

[ 1Please provide sample upon request of end-user

[ 1 Please see full specifications/attached sample desian for reference.

X1 Other conditions to this request, please state:
For more info, please contact the end-user at 8924-8031 loc. 226/253
K e 9 i 3 e 3 & . ‘

UNIT PRICE TOTAL PRICE

COrﬂradshallmdeﬂtoma bidder per:
[ ] tem basis
[X] Lot basis

Bidders must submit the following requirements upon submission of proposal. Non-submission of these
requirements shall be grounds for disqualification from the bidding process:

1. DTWSEC Registration Certificate

2, Valid and Current Mayor's Permit

3. PHILGEPS Certificate of Registration

4. BIR Certificate of Registration

6. Sign Omnibus Sworn Statement

6. Income Tax Return (ITR)
Important Note:
-For goods, conforme of the winning bidder must be done within seven (7) calendar days upon serving of the PO.
-For services conforme of the winning bidder must be done within fourteen (14) calendar days upon serving of the JO.
-Notarization of the OSS should be complied with after the award of the contract but before payment pursuant to Item 6.3 of GPPB
08.2020

Brand :

Delivery Period After having carefully read and accepted your Request for
Warranty ! Quotation, |/\We quote you on the item at prices noted
Price Validity - above,

Printed Name/Signature Tel, No./Cellphone No. Email Address Date




